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Quick-read benefits for decision-makers

1.

2.

Swiss Data Sovereignty — 100 % Swiss-developed & Swiss-hosted: no
foreign cloud or US Cloud-Act exposure.

Secure End-to-End Communication (CS$360) — Post-Quantum-ready
chat & video, FIDO2/(YubiKey, Offpad+, Neowave, Swissbit)
authentication, on-prem or Swiss-cloud deployment.

360° Cyber-Threat & Risk Visibility - SCS360 + Global Risk Tracker (GRT)
merge IT-security and supply-chain risk into one dashboard.
Regulatory Peace-of-Mind — Built-in alignment with NIS2, DORA,
revised GDPR/DSG, export-control and ESG directives.

Future-Proof Security — Al-driven anomaly detection plus Post-Quantum
cryptography to stay ahead of emerging threats.

Act Now - Strengthen digital resilience and compliance before new EU
and Swiss deadlines bite.

1 Context: Why Sovereign & Resilient Platforms Are Critical

Global dynamics: The Iatest US policy shift is slashing federal cyber budgets
and cooperation, creating uncertainty for international partners. Meanwhile,
the EU’s NIS2 and DORA demand stronger cyber and operational resilience,
and the revised GDPR/DSGVO tightens data-protection rules.

Swiss opportunity: Switzerland’s tradition of neutrality and data privacy
positions it perfectly to deliver sovereign, trust-centric solutions—exactly what
AGON INNOVATION provides with SC$360 and GRT.

2 Swiss-Made Platforms for Holistic Protection
2.1 SCS360 Cyber-Security Suite

A modular ecosystem covering IAM, SIEM/SOAR, Al-Security-360,
Post-Quantum encryption and secure communication; deployable in Swiss
cloud or fully on-prem for maximum autonomy.
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2.2 Global Risk Tracker (GRT)

Three-tier intelligence service that continuously screens media, legal, financial
and sanctions data to surface emerging supply-chain, compliance and
reputational risks.

3 Secure Communication for Sovereign Collaboration

Conventional tools (Teams, WhatsApp, Signal) place Swiss data under foreign
jurisdiction. C$360—the secure-communication pillar of SCS360—solves this by
delivering:

Capability H Detail & Benefit
Chat, voice & video are protected with modern cipher
End-to-End . .
. suites, upgradeable to Post-Quantum algorithms for
Encryption

long-term confidentiality.
FIDO2 / YubiKey |[Phishing-proof hardware tokens authenticate users without

Integration passwords, aligning with NIS2 identity-security mandates.
Flexible Cloud (Swiss data centres) or air-gapped/on-prem—ideal
Deployment for critical infrastructure and public-sector clients.

No back-doors, no metadata leakage; eliminates

US Cloud-Act exposure by keeping traffic under Swiss law
only.

Complete Data
Control

Result: Government agencies, enterprises and SMEs collaborate confidently,
knowing their sensitive exchanges remain not only encrypted but
jurisdictionally protected.
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4 Built-in Compliance with NIS2, DORA & rev GDPR

| Regulation H How the AGON stack helps you comply

IAM, SIEM/SOAR and real-time incident response satisfy
NIS2 Arficles 21-23; CS360 meets secure-communications
requirements.

Continuous ICT-risk monitoring, automated reporting and

DORA third-party-risk dashboards via GRT align with Articles 6-10 & 30.
Swiss hosting, encryption at rest/in transit, fine-grained access

rev GDPR / )

revDSG logs and automated audit reports demonstrate

accountability.

5 Proactive Security & Transparency

Al-Security-360 hunts anomalies, malware and phishing and can trigger
auto-remediation (SOAR playbooks) in seconds.

GRT cross-links sanctions, ESG, dark-web leaks and financial indicators so that
supply-chain shocks are identified before they disrupt operations. Together
they create a single “radar” for cyber and business risk.

6 Call to Action: Post-Quanftum Security & Digital
Resilience—Act Now

Regulatory clocks are ticking and the quantum era is approaching fast. With
SCS360 + GRT + CS$360, you can:

1. Lock in Swiss data sovereignty and eliminate foreign-law exposure.

2. Achieve full compliance with NIS2, DORA and GDPR on a single
platform.

3. Future-proof critical communication against quantum attacks with
PQ-ready crypto.

4. See and stop threats across IT and supply chains in real time.

Contact AGON INNOVATION today to schedule a proof-of-concept and
secure your organisation’s sovereign digital future.

© 2025 AGON PARTNERS INNOVATION AG - All rights reserved.
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Deep Dive - Digital Sovereignty and Supply Chain
Resilience: AGON INNOVATION's Holistic Solution

Swiss Data Sovereignty: AGON's platforms are entirely developed and
hosted in Switzerland, ensuring full control over data with no foreign
access or dependencies. This guarantees digital sovereignty, free from
foreign surveillance laws like the US Cloud Act.

End-to-End Cybersecurity Compliance: The solution meets new EU
standards (NIS2, DORA, revised GDPR) by integrating robust
cybersecurity measures (access control, encryption, incident response)
and stringent data protection practices. Organizations can achieve
compliance while strengthening their security posture and avoiding
regulatory penalties.

360° Threat & Risk Visibility: AGON's SCS360 platform provides
comprehensive cyber defense — from secure communication and
identity management to Al-driven threat detection — all under one roof.
Meanwhile, the Global Risk Tracker ensures supply chain transparency,
continuously monitoring suppliers and partners for financial,
reputational, or compliance risks. This holistic view enables early
warning of threats across IT systems and supply chains.

Future-Proof Security (Al & Post-Quantum): Advanced Al algorithms
detect anomalies and attack patterns in real time, enabling proactive
threat mitigation before incidents escalate. Post-Quantum encryption
safeguards sensitive communications against next-generation threats,
ensuring your data remains secure even in the era of quantum
computing.

On-Premises & Integrative by Design: Deployable fully on-premise or in
Swiss cloud data centers, the solution gives organizations full sovereign
control over their systems. It also integrates with Swiss and EU oversight
mechanisms — for example, linking to government audit systems and
sanction databases — facilitating seamless regulatory reporting and
cooperation.

Infroduction

In today’s volatile digital landscape, achieving digital sovereignty and
resilient supply chains has become a strategic priority for businesses and
governments alike. Recent shifts in the global cybersecurity climate
underscore this urgency. Notably, policy changes in the United States have
de-emphasized cybersecurity and international cooperation, with reports of
budget cuts to key cyber agencies like CISA and reduced cross-border
collaboration. In contrast, Europe and Switzerland are doubling down on
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cyber resilience and autonomy. New regulations such as the EU’s NIS2
Directive and Digital Operational Resilience Act (DORA), as well as a revised
GDPR/DSGVO, are raising the bar for cybersecurity, operational continuity,
and data protection. Decision-makers are thus seeking solutions that not only
protect critical systems and data, but also ensure compliance with these
emerging standards and shield organizations from geopolitical risks.

AGON INNOVATION's holistic solution rises to this challenge by combining two
Swiss-made platforms — SCS$360 and the Global Risk Tracker (GRT) — to deliver
end-to-end protection. This whitepaper infroduces how SCS360 and GRT work
together to empower digital sovereignty, strengthen cybersecurity, enhance
supply chain transparency, and assure regulatory compliance. The tone is
kept general and accessible for stakeholders across SMEs, large enterprises,
and government bodies. We begin with key benefits, then explore the
solution’s components and compliance features, and conclude with a call to
action for embracing post-quantum security and digital resilience now.

Swiss-Made Platforms for Sovereign Security

AGON'’s SCS360 is a modular Swiss-cyber-security ecosystem that
consolidates all critical security functions in one platform. Developed entirely
in Switzerland and deployable in Swiss data centers or on customer premises,
SCS360 ensures that all data stays under Swiss jurisdiction, eliminating
exposures to foreign interference. This is a crucial advantage for organizations
prioritizing data sovereignty and privacy. By operating on Swiss soil with no
external dependencies, SCS360 grants clients exclusive control over their
information and communications, free from laws like the US Cloud Act that
could otherwise compel access.

Key capabilities of SCS360 span the full spectrum of cybersecurity needs: it
includes Identity and Access Management (IAM) to tightly control user
access, secure communication tools (CS$360) that enable eavesdrop-proof
messaging with complete client control, and an integrated SIEM/SOAR system
for automated threat detection and incident response. For example, SCS360's
SIEM (Security Information and Event Management) and SOAR (Security
Orchestration, Automation and Response) components use automation to
detect and neutralize threats in real time, providing a rapid defensive shield
against cyberattacks. All these functions are unified under one platform,
delivering holistic security with seamless integration and full Swiss data
sovereignty out of the box.
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Complementing SCS360, the Global Risk Tracker (GRT) is AGON's powerful risk
analytics platform focused on supply chain and compliance risk
management. GRT contfinuously scans a wide range of information sources —
media reports, financial records, legal filings, watchlists, and more — to identify
early signs of potential risk related to an organization’s partners, suppliers, or
investments. By leveraging advanced research methods and analytics, GRT
can discreetly uncover indicators of reputational issues, financial irregularities,
or regulatory non-compliance in the extended supply chain. For instance, it
can flag if a critical supplier is mentioned in adverse news or if a partner is
added to an international sanctions list. The tool offers graduated levels of
analysis, each providing a detailed report of findings and risk evaluation. In
short, GRT acts as an early-warning system for supply chain vulnerabilities —
enhancing transparency and allowing decision-makers to address risks before
they escalate into crises.

Both SCS360 and GRT are designed to integrate with Swiss and EU oversight
frameworks. The platforms can interface with government systems and
databases to streamline compliance. For example, AGON'’s solution envisions
direct audit interfaces for regulators and automated checks against
international sanctions lists. This design means that companies and public
institutions using the solution can easily exchange required data with
authorities (such as SECO or EU regulators) and demonstrate compliance in
real time. By connecting private sector security tools with public oversight
mechanisms, AGON's approach boosts trust and cooperation between
organizations and regulators, all while maintaining strict data sovereignty and
privacy controls.

Enhancing Compliance with NIS2, DORA, and GDPR

Keeping pace with regulatory change is a core strength of AGON's holistic
solution. NIS2 (EU Network and Information Security Directive 2) and DORA
(Digital Operational Resilience Act) impose rigorous cybersecurity and
resilience requirements on organizations in Europe, from critical infrastructure
operators to financial institutions. AGON’s SCS360 directly helps organizations
meet these requirements. Under NIS2, companies must implement measures
like access controls, encryption, incident detection, and business continuity
planning. SCS360 delivers these through its integrated IAM, encrypted
communication, and SIEM capabilities — aligning with NIS2's mandate for
robust access management, network security, and rapid incident response.
The platform’s risk & compliance module (including tools for sanction list
checks and dark web monitoring) further supports the risk management and
monitoring obligations emphasized by NIS2.
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For the financial sector and other regulated entities, DORA emphasizes
continuous monitoring of ICT risks, incident reporting, and oversight of third-
party providers. SCS360's unified dashboard and automation enable
continuous real-time monitoring of threats and anomalies, fulfilling DORA’s call
for ongoing vigilance. Its on-premise deployment option ensures critical
systems remain resilient and operational even if cloud services are disrupted,
supporting operational continuity. Moreover, the inclusion of supply chain risk
tracking through GRT means organizations can keep a close watch on their
third-party ICT service providers and other partners — a key aspect of DORA’s
third-party risk management requirement. If a vendor in the supply chain
shows signs of cyber weakness or non-compliance, the system can alert
leadership to take action, thereby reducing third-party cyber risk.

Adherence to data protection laws is another pillar of the solution. In
Switzerland and the EU, the revised DSGVO/GDPR and analogous Swiss Data
Protection Act set strict standards for how personal and sensitive data must
be handled. AGON's platforms are built with privacy and compliance by
design. All sensitive data in the system is stored in accordance with ISO 27001
security standards and GDPR-compliant practices. Data is kept within secure
Swiss infrastructure, eliminating unlawful data transfers and simplifying GDPR
compliance for jurisdictional issues. Features like end-to-end encryption (using
strong AES-256 and beyond) for all stored and transmitted data, and fine-
grained access controls (role-based permissions, multi-factor authentication)
ensure that only authorized personnel can access information. These
technical safeguards uphold the confidentiality and integrity of data as
required by GDPR, while the platform’s audit logs and reporting tools help
organizations demonstrate compliance and accountability to regulators. By
consolidating these compliance measures, AGON's solution reduces the
burden on organizations to patch together disparate tools or manual
processes — it provides a single, compliant ecosystem ready to meet the
latest requlatory demands.

Holistic Cybersecurity and Supply Chain Transparency

A defining advantage of AGON INNOVATION's approach is the combination
of cybersecurity excellence with supply chain transparency. Cyber threats
and supply chain disruptions often go hand in hand — a weakness in a supplier
can become a breach at your organization, and a lapse in cybersecurity can
derail supply chain operations. SCS360 and the Global Risk Tracker address
these twin challenges in tandem, giving decision-makers a complete picture
of their digital risk landscape.
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On the cybersecurity front, SCS360 offers 360-degree protection. Its secure
communication module (CS$360) replaces mainstream tools like Teams or
WhatsApp which are subject to foreign jurisdiction, with a sovereign
alternative that keeps communications private and under local control. This
means sensitive discussions or commands (for instance, within a government
or corporate crisis team) remain confidential. SCS360’s Al Security 360
component employs artificial intelligence to continuously analyze network
activities and detect suspicious behavior or malware signatures that might
elude fraditional defenses. This Al-driven threat detection, developed in
Switzerland, acts as a force multiplier for IT security teams, spotting patterns
indicative of attacks (from phishing attempts to advanced persistent threats)
and flagging them instantaneously for response. Furthermore, SCS360's built-in
post-quantum cryptographic protections ensure that even as quantum
computing advances, encrypted assets (like sensitive databases or
communications) remain secure from decryption attempts. This future-
proofing is crucial for long-term data confidentiality, given the fast-
approaching era of quantum computers.

Meanwhile, on the supply chain side, the Global Risk Tracker brings clarity
and foresight. It automates what would otherwise be labor-intensive research,
scanning diverse sources to identify early warning signs of trouble related to
suppliers, distributors, investments, or even customers. For example, GRT can
catch if a supplier is embroiled in a legal dispute, has financial red flags, or is
mentioned in context of a compliance violation — all of which might indicate
potential delays or risks to your operations. By delivering these insights in
structured reports, the platform enables procurement and compliance teams
to take pre-emptive action, whether that means engaging a supplier on
corrective measures, finding alternate partners, or notifying authorities as
required. Additionally, the supply chain solution framework (as outlined by
AGON) supports sustainability and ethical compliance checks. It can help
firms meet new sustainability reporting obligations (e.g. under EU CSRD or
Swiss laws) by providing unified data and templates for ESG reports, and by
verifying that suppliers uphold human rights and environmental standards
through automated compliance audits. This level of tfransparency not only
reduces the risk of regulatory breaches (like inadvertently sourcing from a
sanctioned entity or a supplier violating labor laws), but also bolsters the
resilience and reputation of the supply chain. Companies can confidently
demonstrate that their supply networks are secure, ethical, and robust against
disruptions — a key competitive advantage in today’s environment of frequent
supply chain shocks.
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Crucially, both SCS360 and GRT are proactive in nature. Rather than waiting
for an attack or a compliance failure to occur, these tools continuously hunt
for indicators of risk. SCS360’s threat intelligence and automated response
mean many cyber incidents can be thwarted or contained before causing
damage. Similarly, GRT's ongoing risk scanning means a company might
discover a supplier’s issue before that supplier fails to deliver or causes a
compliance scandal. This proactive stance transforms security and risk
management from a reactive firefighting exercise into a strategic,
preventative practice. The result is not only enhanced security and
compliance, but also operational continuity and peace of mind for
leadership.

Key Components and Innovations

AGON'’s holistic solution is built on several key components and innovations
that set it apart in delivering sovereign, resilient operations. Below are some of
the core features and their benefits:

o Al-Driven Threat & Anomaly Detection: The platform employs artificial
intelligence (the Al Security 360 engine) to identify cyber threats and
iregular patterns in real time. Machine learning models analyze
network traffic, user behavior, and open-source intelligence to pinpoint
attacks or compliance risks that might be missed by manual monitoring.
This Al-driven approach enables faster and more accurate detection of
issues — from advanced cyber intrusions to signs of fraud or sanction
violations — empowering organizations to react swiftly.

« Post-Quantum Security: Recognizing the future risk posed by quantum
computing, AGON has integrated post-quantum cryptographic
mechanisms into its security suite. All data communications and stored
information can be protected with quantum-resistant encryption
algorithms. By adopting quantum-proof security now, organizations
ensure that their sensitive data will remain confidential and safe from
decryption even as quantum technology matures. This forward-looking
feature “future-proofs” the security architecture against the next
generation of threats.

« Full On-Premise Sovereignty: Unlike typical cloud-based solutions,
SCS360 can be deployed in a completely air-gapped or on-premises
environment at the client’s site. This means organizations (be it a
government ministry, a bank, or a factory) can run the entire platform
within their own secure data center, with no data ever leaving their
premises. Alternatively, it can run in high-security Swiss cloud instances
for convenience, still under Swiss legal protections. This flexibility ensures
maximum control—clients decide where their data lives and who has
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access. The on-premise capability is especially valuable for critical
sectors and public institutions that require absolute autonomy over IT
systems for national security or compliance reasons.

Proactive Threat Mitigation (SIEM/SOAR): Embedded SIEM/SOAR
functionality means the solution doesn’t just detect threats, it also
responds to them automatically. Suspicious activity can trigger
immediate defensive actions: isolating affected systems, blocking
malicious IPs, or alerting security personnel with detailed incident
reports. This orchestration and automation drastically reduce response
times and can stop attacks in their tracks, minimizing damage. It's a
shift fromm manual incident response to orchestrated, machine-speed
defense, aligned with best practices under frameworks like NIS2 which
call for rapid incident handling.

Integrated Compliance & Oversight Tools: The solution includes built-in
risk and compliance modules that align with regulatory requirements.
For instance, it performs automatic cross-checks against international
sanctions and PEP (Politically Exposed Persons) lists to ensure no
dealings with blacklisted entities. It also supports audit logging and
reporting features that map to DORA and GDPR obligations, making it

easier to produce the necessary reports for regulators. Moreover, thanks

to API-driven interoperability, the platform can connect to external

systems (ERP, CRM, customs, etc.) and national databases for real-time

data exchange. This means it can pull the latest regulatory data (like
updated sanctions from the UN/EU) or push required compliance
information to oversight bodies. Such integration guarantees that
compliance is not an isolated task but a continuously updated and
automated process.

Each of these components reinforces the others as part of a unified solution.
Together, they provide a multi-layered defense and compliance architecture
that is difficult for adversaries to penetrate and robust for users to operate.
Importantly, all these features come in a “Swiss-made” package known for
quality, neutrality, and trust. AGON'’s ecosystem has already been tested
internationally (including deployments with NATO-aligned partners),
demonstrating its reliability on the global stage. By leveraging these
innovations, organizations can leap forward in security maturity without
sacrificing control or transparency.
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Conclusion: Act Now to Secure a Sovereign and Resilient
Future

The writing on the wall is clear: cyber threats are escalating, supply chains are
under scrutiny, and regulators worldwide are compelling organizations to
fortify their digital defenses. In an era when even major powers may waver in
their cybersecurity commitments — as seen in the recent US shifts away from
cyber investment and cooperation — it falls to individual nations, businesses,
and institutions to take charge of their own digital destiny. The Swiss model
championed by AGON INNOVATION offers a compelling way forward: a
proactive, sovereign approach that doesn’t wait for international consensus
or aid. By investing in a holistic solution that combines uncompromising
security tfechnology with compliance know-how, decision-makers can ensure
their organization’s critical assets are protected on all fronts.

The time to act is now. Adopting Post-Quantum Security and digital resilience
measures today is an investment in long-term stability and trust. Every day of
delay is a day of exposure — to cyber incursions that could be prevented, to
supply chain shocks that could be anticipated, and to regulatory fines that
could be avoided. Whether you lead a small enterprise or a government
agency, embracing AGON's SCS360 and Global Risk Tracker means
equipping yourself with the tools to navigate the uncertainties of the digital
age with confidence. It means choosing a path of technological
independence, where your data stays yours, your operations remain
uninterrupted, and your obligations are met with ease.

In summary, AGON INNOVATION's sovereign Swiss platforms empower you to
comply with the latest laws, outsmart emerging threats, and build a resilient
supply chain - all while keeping control firmly in your hands. Digital
sovereignty and robust security are no longer luxuries; they are prerequisites
for success and continuity. With post-quantum defenses and Al on your side,
you can face the future unafraid. Act now to secure your organization’s
digital future — a future where you are not just protected by regulations and
technology, but also by the principle of sovereignty that puts you in charge of
your own destiny. Your resilient digital journey begins today.

Thanks for Reading.
Let’s go for the future and make it savelll &

Tobi Gurtner
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